MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAKOLWKMXCA AnA PASMELLEHUA
HA OPULIMATIbHBIX AHTEPHET-PECYPCAX

C kaxxgblM roqom MOJSIOOEXWN B MHTEPHETE CTAHOBUTLCS BorbLUe, a LUKOMbHUKMA OOHU 13
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMMMO OrpOMHOrO KOSfiMyecTsa
BO3MOXHOCTEN, UHTEPHET HEeCeT M Npobnembl. ITa NnamMaTKa AOSMKHA NOMOYb Tebe
6e3onacHO HaxoauTbCS B CETW.

KomnbloTepHble BUPYCHI

KomnbloTepHbIN BUPYC - 9TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOrpaMm,
OTNNYNTENBHON OCOBEHHOCTLIO KOTOPOK SIBASIETCA CMNOCOBHOCTL K pa3MHOXEHMI0. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTL UITM MOSTHOCTBI YHUYTOXUTb BCE
dannbl n gaHHbIe, NOAKOHTPOSbHbBIE NOSMb30BATEND, OT UMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpaMmmMa, a Takke noBpeauTb U Jaxe YHUYTOXUTb
OonepaunoHHYIO CUCTEMY CO BCeMU hannamm B uernoM. B 6onblumMHcTBE cnyvaeB
pacrnpoCTPaHATCA BUPYCbl Yepes3 UHTEPHET.

MeToabl 3aWmThl OT BPEAOHOCHbIX MPOrpaMM:

1. MCHOﬂbSyVI COBpPEeMeEHHbIEe ornepaunoHHble CUCTEMbI, NMerLne Cepbe3HbIl7I YPOBEHDb
3allnTbl OT BPEOAOHOCHbIX NMporpamMm;

2. [oCTOSAHHO yCcTaHaBnNuBam nadTn (UMQPoBbIE 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBNMBAaKTCS C LenNbko A4opaboTkm nporpammbl) U apyrme oGHOBNEHNSA CBOEW
onepaumnmoHHon cnctemMmbl. Ckaumeam nx TONbKO C odouumManbHOro canTta paspaboTynka
OC. Ecnn cyliecTByeT pexum aBToMmaTU4eckoro 0OHOBMNEHUS, BKINOYN €r0;

3. PaboTan Ha cBOeM KOMMbIOTEPE NOA NpaBamMu Nofb30BaTeNs, a He
agMUHUCTpaTopa. ATO He NO3BONUT BONbLUMHCTBY BPEAOHOCHbIX NPOrpamMmm
WMHCTannMpoBaTbCA Ha TBOEM NepCcOoHaNbHOM KOMIMbIOTEPE;

4. /icnonb3yn aHTUBMPYCHbIE NPOorpamMMHble NMPOAYKTbl U3BECTHbLIX NMpOon3BoauTenen, ¢
aBToOMaTU4ecKnm obHoBNeHnem 6as;

5. OrpaHuyb pramyeckuii 4OCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NNLL;

6. Micnonb3yn BHeLWHWe HOCUTENW MHAOPMaLMK, TakMe Kak doreLuka, ANCK unu amn na
WHTepHeTa, TONbKO U3 NMPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpblBan KOMMbOTEPHbIE ddansbl, MONYYEeHHbIE U3 HEHAAEXHBIX MCTOYHUKOB.
[axe Te cannbl, KOTOpble Npucnan TBOW 3HaKOMbINW. Jlyylle yTOYHW Y Hero, oTnpaBnsAn
nn oH Tebe unx.

Cetnn WI-FI

Wi-Fi - aT0 He BuA nepefayv AaHHbIX, HE TEXHOMNOMMS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy HugepnaHackasa komnaHus 3apermctpuposana 6peng "WECA", uto
obosHauvano cnosocoyeTaHune "Wireless Fidelity", koTopbii nepeBoanTCs Kak
"BecnpoBogHasi TOMHOCTL".

[lo Hawero BpemMeHn gowna gpyras abbpesmnaTtypa, KoTopas sIBMSIETCA TaKOW e
TexHonornen. 3to abbpesnatypa "Wi-Fi". Takoe HazBaHue GbINO 4aHO C HAMEKOM Ha
CTaH4apT BbICLLEN 3BYKOBOM TeXHUKKN Hi-Fi, 4TO B nepeBoge 03Ha4vaeT "BbicoKad
TOYHOCTBL".



[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENSX U asponopTax ABMsSETCA OTSIMYHON
BO3MOXHOCTbHIO BbIXxOo4a B UHTEPHET. HO MHOrne aKcnepTbl CYMTAIOT, YTO
obwenoctynHole Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMU.

CoseTbl N0 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepegasan cBO nu4Hyto nHcopmaumto vyepes obwenoctynHole Wi-Fi cetw.
PaboTas B HUX, )XenaTtenbHO He BBOAUTb Naponun 4OCTyNa, NOrMHbI U KaKne-To HoMepa;

2. Ncnonb3yn n o6HOBNAN aHTUBUPYCHbIE NPOorpaMmbl U BpaHamayep. Tem caMmbiM Tbl
obe3onacuulb cebsi 0T 3akayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otkntoum oyHkumio "O6wmi goctyn Kk pannam m
npuHTepam”. [laHHas yHKUMSA 3aKpbiTa No yMOMYaHUIo, O4HaKO HEKOTOpbIE
nosib3oBaTeNiM akTMBUPYIOT ee And ygobcTea ncnonb3oBaHns B pabote unm yvebe;

4. He ucnonb3yn nyénuyHbin WI-FI onsa nepegayn nuyHbIX AaHHbIX, HAanpuMmep ans
BbIXOJa B coumarbHble CETU WS B SNIEKTPOHHYHO MOYTY;

5. Nicnonb3yn TonbKo 3awmuweHHoe coegmHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHO "https://";

6. B MmobunbHoM TenedoHe oTkntoun dyHkumio "lMoakntodeHune Kk Wi-Fi
aBToMaTu4eckn". He gonyckam aBToMaTtM4eCcKoro NogkItYeHns YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.



